Ransomware Extortion Cases and Trends

Ransomware extortion cases in 2025–2026 show a surge in both volume and sophistication, with attackers increasingly using double, triple, and “breachless” extortion tactics.

High-profile and recent cases

· The Gentlemen (Phantom Mantis): A Russian-speaking group led by Alexander Andreevich Yapaev (alias LARVA-368) has claimed 478 victims since March 2025, using AI-enhanced ransomware and tools. It operated as an affiliate of LockBit, Qilin, and Medusa before becoming independent, and has been linked to a payment dispute with Qilin.

· Morpheus: A “big game hunting” group targeting high-value industries like pharmaceuticals and manufacturing. Instead of public data leaks, it sells stolen data privately to maximize payouts.

· Silent Ransom Group: Known for in-person attacks on law firms, sending fake IT staff to steal data via USB or remote access, then threatening to leak it.

· U.S. ALPHV/BlackCat case: Two Americans pleaded guilty to using ALPHV BlackCat ransomware to extort U.S. victims between 2023–2023, with a 20% cut to the ransomware operators.

Trends in extortion tactics

· Double and triple extortion: Attackers now often exfiltrate data before encryption, threatening both decryption and public release.

· Extortion-only attacks: 65% of extortion-related claims in 2025 did not involve encryption, relying solely on data theft or fabricated breaches.

· AI-driven extortion: Threat actors can now fabricate plausible data or even “breachless” extortion by generating fake evidence, reducing the need for real compromises.

· Physical access attacks: Some groups, like Silent Ransom Group, use social engineering to gain in-person access to steal data.


Critical infrastructure sectors: healthcare, manufacturing, energy, transportation, and finance remain prime targets, with ransomware causing operational downtime, reputational damage, and regulatory risks.

Key takeaway: Ransomware extortion is evolving from simple encryption to data-centric, AI-enabled, and multi-front pressure tactics, making prevention, detection, and incident response more complex than ever.

